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70-640 Real Practice-Lab for configuring Windows
Server 2008 Active Directory

r N\

The 70-640 Real Practice-Lab will provide you the necessary platform to gain hands on skills in
Windows Server 2008 R2 ADDS. By completing the lab tasks you will improve your practical skills
in DNS for Active Directory, configuring Active Directory, Active Directory roles & services,
maintaining Active Directory objects and Active Directory Certificate Services. Becoming
proficient in these tasks will also help you understand the objectives and competencies required
by the MCTS: Windows Server 2008 Active Directory, Configuring certification exam.

. o

PRACTICE-LABS GUIDE

Exercise 1 — Automate creation of Active Directory
accounts

In this exercise you will perform the tasks required to automatically create AD accounts. Please refer to your course
material or http://technet.microsoft.com/en-us/library/bb727091.aspx [Microsoft Technet] to gain an understanding of
installing this process.

In this exercise you will be required to Power On and connect to the following servers from your
Practice-Lab application:

> Domain Controller
> Domain Server
> Standalone Server

If you are having difficulty connecting to your Practice-Lab device please refer to the
http://www.practice-labs.com/help.aspx help pages or watch our connection video at
http://www.practice-labs.com/files/videos/site-tutorials/accessing-a-practice-lab.aspx video
tutorial.
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Step 1

Once you have powered on the Domain Controller, click connect and open a command prompt from the start menu
or type in cmd from the run or search all programs and files utilities.

Host Name: PLABDCO1

IP Address: 19216801
Machine Domain: PRACTICELABS
User Name: Administrator

¥ l ~,! v y 12145
£ istart p £4 ' N @52 R zapizizon = |

$100% ~

Step 2

From the command prompt type Idifde to view the options available for this command.
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‘= Domain Contraller - Windows Internet Explarer

= https://labs.practice-labs.com/+ A ++/-CSCO-3p--host.htm

[&+] Administrator: ndows', system32 cmd.exe
C:xUsersvAdministrator . ADSERVER>1difde

LDIF Directory Exchange

Turn on Import Mode (The default is Export)

filename Input or Output filename

SeruUernane The server to bind to (Default to DC of computer’s domaind

FromDHM ToDM Replace occurences of FromDM to ToDN
If either FromDN or ToDH ends with #attributeHame. the
attribute value will be looked up in »ootDSE and used to
?ep%ﬁ #attributeMame. See example for "Macro expansion
in 5.
Turn_on Verhose Mode

j path Log File Location

port Port Number (default = 389>
Use Unicode format

timeout Terminate execution if the server takes longer than the
specified number of seconds to respond to an operation
{default = no timeout specified>
Enable SASL layer enceyption
Help

Export Specific

—d RootDN The woot of the LDAP search (Default to Haming Context)
—r Filter LDAP search filter (Default to “{obhjectClass=>")
—p SearchS8cope Search 8cope {(BaserOnelevelrSubtree)
—1 list List of attributes (comma separated> to look for
in an LDAP search
Lizt of attributes (comma zeparated> to omit from
input .
Dizable Paged Search.
Enable the SAM logic on export.
Do not export binary values
Include deleted ohjects (tomhstones)
Retain only the important replPropertyMetadata

The import will go on ignoring ’*Constraint Uicolation’
and ‘Object Already Exists’ errors
The import will use lazy commit for hetter performance
Cenahled by default’
The import 1 not use lasy commit
threads The import will use the specified number of threads
édefault is 12> ¢
ontinue importing irrespective of errors.
Enahle tombstone reanimation support (passes deleted Host Name: PLABDCO1
objects control with ldap modify reguests? IP Address: 192.168.0.1

Credentials Establishment Machine Domain: PRACTICELABS
Hote that if no credentials iz specified, LDIFDE will bhind as the currently User Name: Administrator

logged on user, using SSPI.
EN f‘ a 13145
J 1©[7|s 1 anftzimi =

H100% -

—a UserDN [Password | =] Simple authentication

You can create your own import file or alternatively import the sample .Idf files from the C:\Samples directory.

View the sample files in order to see the syntax required. To execute the sample scripts change directory in the command
prompt to C:\Samples and run the following commands:

Idifde -i -f marketing_users.ldf

Idifde -i -f sales_users.Idf
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Host Mame: FLABDCO

IP Address: 1982.168.0.1
Machine Domaln: PRACTICELABS
Usger Mame: Administrator

!# ey - @[] b m-jll:s:un =

#100% -

When the scripts have completed, view the User OU in Active Directory User and Computers to ensure the Sales_User
and Maketing_User accounts have been created.
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Step 3

) Avtive Dwectory Uizers and Congut
81 Saved Quaries

= B2 PRACTICELARS. COM
¥ bubn
F . Computers
¥ 4. Doman Controders
@ [0 ForeiySecutyPrincpils
& Managed Service Accounks
. Usars

82 DreUpdatePrany
52 Dorvan fdrwre:
S8, Dceven Computers
B2, Dorain Cortroliers
82, Donain Guests
88, Dorvain Usars

82 treergeiss fidens

SR Ernerpeins Readark 0.
B2, Group Pokcy Creater ...

SEFFFTRERcfs
i

o Seturly Growp ...

gﬂf%ﬁﬁiﬁ

Al workstetons and serve. .,
Al doman controliers nth...
. Al donnan Quests

o £ dorran users

. Desiyrted adminestratons,,
+ Marbers of ths group we .,
. Mevbers in the group can...

Uit accounk for guest .

-

I I

[0 @ 2@ 2 -

"100% - |

Create a simple VB script to create users or alternatively view the sample .vbs scripts from C:\Samples directory. View the
sample files in order to see the syntax required. To execute the sample scripts open Windows Explorer and browse to
C:\Samples and double click on the following scripts:
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Script_User1

Script_User2

Local ek (C) = Samples

Crowae ~ @ Open ~

»T Favortes

Prot Mew folder
Name -

| Diste rodfied | Type

M Desitop
B Dosrdoads
=L Pacent Haces

o Lranm
o Docunents
o Music
- Ptures
B videes

8 Conpuer
& ocalnek ()
o Storage (D1)
4 OWD Deive (RU) GRMSX

ﬁ&!wwt

Scrpt_Userl
Visopk Sopt He

Markating_Users i
. Seben_Uers b¥

B sorpr ez

Date modhed: 05/1012010 15:23

Stow: 500 bytes

06/10/2010 1552
08J5012010 1553

Database Log Fle
Dastaboain Log Fle

06J10/2010 1524 VESTpk Soript Pl Lep

Dute created: 05{10/2010 15:23

When the scripts have completed, view the User OU in Active Directory User and Computers to ensure the

Script_User1 and Script_User2 user accounts have been created. These scripts can be edited to included different user
attributes during creation.
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Step 4

Create a new UPN suffix called SecondOffice.com from the Active Directory Domain and Trusts administrative
console.
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) Avtive Dwectory Uizers and Congut.
S 1 Saved Quaries

= B2 PRACTICELARS. COM
¥ bubn
F . Computers
4 4. Doman Controbers
@ 0 ForeiySecutyPrincpils
& Managed Service Accounks

1 type

Degrption

oy

82, Docnain e
82 Dorain Conpurers

Seturty Group ..

ONS chants who are patre. .,
A workstations and sarve.
£ domven controllers i th,,

Al doman guests

.+ Al doman uiers

. Designated sdvinestratons...
+ Mambers of ths group e,

i

-
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| @2 @ o -
"100% - |

Step 5

Assign the new UPN to the Administrator account properties. Then launch access to and logon to the Domain Server
with the following user account details Administrator@SecondOffice.com with a password of PasswOrd. You will need
to uncheck the Auto Login setting on the Practice-Lab window in your browser, this can be found just under the server

icons.
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= At Ceectony Usar and Canut [npe [Depergtin I B
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heting_User 10
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Windows Server 2008 Active Directory Practice

-Lab
O~ On
Tk
s &
A

Standalone Server
Current state: On

0/5: 2008 R2
Username: Administrator
Password: Pas rd

Auto login: v
Window size: |v/1024 h768 ||
Available functions:

) (¥] &8

Off  Suspend Rehuut

Additional tools and information: o
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Adrenistraton® SecendOfice com
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ndows Server 2008
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Step 6

Create a new computer account using Active Directory Users and Computers console called plabsa01 on the Domain
Controller
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Step 7

'« CSCO+ 7 S6T6I613A2F 267261747661 7 22E63656 6706776700 L2 U6 TRETO62 266878 + -/ -LSCO-Tp—~hosttm

% 2m 40X
) Active Deectory Users and Cong

| L Saved Queri - o s
iﬂmunon:scon A Ceden PRACTICELARS.COWCongts

. Computers * Comeasber naves
W 4. Doman Controk o
@ [ ForeiySecutyPrincpals [ AN
# - Managed Servin Ao Computer name (pre-Windows 2000
= Users I— n
The fdowing user or group can join this computer to & donain.

User or growsx

T A thon compubar account s & tre-Windows 2000 corguber

o ] cwn | we |

I |
]“‘I.|3I* B E o W

100% ~

Launch access and logon to Standalone Server where you should join this server to the domain.
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Server Manager (PLABSADL)

& Gt an overview of the status of this servier, perfonm Lop anagemnent tasks, and 33d o remove server rokes and featisres.

Server Surnery Help

& Do 10 Windows Fremal
]mcnctuns oM efigure Ldutes
T Weskgouw otk Tor Mews Roskes
FMMUP 0 Securty Configr sbon Wicard
pefgurn ¥ £5C

Se70| e (o] _ome |
IE Erhanced Secunty Configuraton Céf for Bamrvb Soes
(ESC): OFF For Users

€4 Last Refrach: Today at 14:02 Configure refresh

| |
[ |ol@ltfr 0@ o

100% ~

— —_—

Enter in the domain administrator credentials when prompted.
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Server Manager (PLABSADL)

-
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Server Sumnery Help
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2 Standalcne Server - Windows Internet Explorer i
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|
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Summary

In this exercise you created users through automation utilities. These tools can be very effective when manipulation of a
large number of directory objects is required. This process does not only save time but reduces the human error element;
however scripts can be extremely destructive if not written correctly. Before using these in a production environment
ensure you have tested thoroughly the impact and success of the output from the script. You also joined the Standalone
Server to the practicelabs.com domain and added the computer account in AD Users and Computers.

Also try

>

Y V VY

Manually create new user objects.

Create template account.

Created contact and distribution list objects.
Edit all user details using Idifde or vbscript.

15|Page

© 2012 1-Qubed Solutions Ltd. Powered By Career Academy Inc.



Online LIVE IT Labs On-Demand

Exercise 2 — Maintain Active Directory Accounts

In this exercise you will perform the tasks required to maintain AD accounts. Please refer to your course material or view
the details at http://technet.microsoft.com/en-us/library/cc754217.aspx [Microsoft Technet] to gain an understanding of
the tools required to support Active Directory accounts.

In this exercise you will be required to Power On and connect to the following servers from your
Practice-Lab application:

> Domain Controller

If you are having difficulty connecting to your Practice-Lab device please refer to the
http://www.practice-labs.com/help.aspx help or watch our connection video at http://www.practice-
labs.com/files/videos/site-tutorials/accessing-a-practice-lab.aspx video tutorial.

Step 1

From the Domain Controller open the Active Directory Users and Computers console from Administrative tools or
type in dsa.msc from the Run or search all programs and files utilities.
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Step 2

2 htps./labs. practice-labs.comy « CSCO a7 S6THT6I3A2F 2F TA61 147661 7 22 E63656E706776707 22006672 7062266878 + « /-LSCO-Ip—hostm

Fle  Actin  Wew ek

o 2m0JcsBmiayi?rCh

= Active Directary Users and Cangut { e 1 type | Descrption
3 [ Saved Quaries . Gultn bndaronn
=} “_ L Congusers Cortsnes Def suk container [or Wy ..
 (d bukn 2 Donan © or S, Defauk for dom...
i3 Corputers L ForskgrGeaytyPrrcipals  Cortanar Defauk conkaner for secu,,
2‘1‘“&:‘” . Manaond Servios Ao, ., Conbaner Oufaud conkainer for man...
@ 3 ‘E'm"m“m' . Users Cordaner Oaf sk contaner for upgr ...
= Usars
. 3
I |
ool | A g5 [ [ @22 b e, m
) #100% ~
—

Create a new organisational unit (OU) called Business Users and within that OU create a further two OU'’s called Sales
and Marketing.
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&
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-t ' |Beserption. 1
: "“ Def sk container or upgy ...
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[ Fée acton vew webo
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"100% - |
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Step 3

Move the accounts from the Users container starting with Sales to the new Sales OU and do the same for the Marketing
accounts. (Note: If you have not completed the tasks in Exercise 1 please do so now in order to complete this task)
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E Active Directory Users and Computers

File  Action Miew Help

*$|I':I | el 1 o | W — | 2 n.-:-—ml'h

1 Active Di | Description ]
[ save Move object inta cantainer: Test Marketing User
= 33 PRAC Tesk Marketing User
1B E‘.'?Pi PRACTICELAES Test Marketing User
s e -] Builtin Test Marketing User
Ec Elf:jl Buzinezs Uzers Test Marketing User
= F :

-2 Marketing Test Marketing User

g E Sales Test Marketing User
=t {1 Computers Test Marketing User
= E {= D':'m_a'” ':':'”t’_':'"E’jS ) Group ... Servers in this group can ...
E (] ForeignSecurityPrincipals Group ... Members of this group are...

]:"I kanaged Service Accounts

Test Sales User
Test Sales User

Test Sales User
Test Sales User
ITI Cancel Test Sales User

Test Sales User

lgSaIes_LlserEu Lser Test Sales Lser
.lgSaIes_Llser? User Test Sales Lser
.lgSaIes_LlserS Lser Test Sales User
.lgSaIes_LlserQ Lser Test Sales User
dAa — - - - - - . — -

Step 4

Create a new Universal security group in the Marketing OU and add all the Marketing users to it.
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hew Object -Group |

a Create in:  PRACTICELABS. COMJBusingss Users/Marketing

Graup narme:
Marketing

roup name [pre-YWindows 20000;

Marketing|

[~ Group Scope —Group bype

" Domain local % Security
" Global " Distribution
% Universal

ok Zancel
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= B2 PRACTICELARS. COM
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Maketing Us.. PRACTICELABS COM/Buiiness Users/Maketng
Maketng Us.. PRACTICELABS COM/Busness Users/Maketng
& Maketing Us.. PRACTICELABS. COM/Burness Urers/Makating
Mabating Us . PRACTICELABS COM/Burtiness Uswi/Maketing
Makeling Us . PRACTICELABS COM/Buiiness Usere/Marketing
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Maketing_Us.. PRACTICELABS COM/Burness UrersMaketng
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Step 5

Create a new Global security group in the Sales OU and add all the Sales users to it.
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Step 6

Enable all of the Sales user accounts and disable Marketing user accounts. This can be done manually; alternatively use
the utilities from Exercise 1 to achieve this.
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Step 7

Delete all of the Sales users from Active Directory.
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Summary

In this exercise you managed Active Directory accounts using the relevant administrative console. This is where most of

the day to day user administrative tasks take place and the logical structure of your Active Directory structure is created
and maintained.

Also try

» Manage computer account in Active Directory User and Computers.
» Delegate control to an OU for a specific group.
» Reset user account passwords.
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