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Overview

PracticeLals have beenbuilt to developpracticallT skils without fear of compromising production
systems or the need to invesn expensive hardward’racticeLabsisan on demanglatform to
learn, explore evaluate and performall through the convenience of a web browser.

This guide will assigbu in connecting to youPracticelLab, help rectifyconnectionproblemsand
act asa general guide tthe features available within the portal.
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Before You Start

In order to connect to the service successfpligase ensure the followingpmponents are installed
for your relevant operating systefrefore connecting

Windows XPUsers

1 SunJava use this Url tadlownload the latest versionf Javafor Windows
http://www.java.com/en/download/windows _ie.jsp?locale=en&host=www.java.com

1 Remote Desktop Conntign (Terminal Services Client 6.0) for XP (KB925876)
http://www.microsoft.com/downloads/details.aspx?Familyld=26F1 14801 84306-ABCF
D4F18C8F5DF9&displaylang=en%20%20

1 Addhttps://labs.rtek2000.conto trusted sites in Internet Explorer security settings.

0 See section 2 on how to addTrusted Site in Internet Expé.
http://www.microsoft.com/protect/computer/advanced/browsing.mspx

Note: If you have installeticrosoft Windows XP Service Packfease se@otential connectionproblems
section of this document.

Windows VistaUsers
1 AddHttps://Labs.rtek2000.corto trusted sites in Internet Explorer security settings.
o} See section 2 on how to add a Trusted Site in Internet Explorer.
http://www.microsoft.com/protect/computer/advanced/bowsing.mspx

Note: If you have installeMicrosoft Windows VistaService Pack please se@otential connection
problemssection of this document.

Recommended & Minimunsystem Requirements

Recommended

Operating System Windows Vista / Windows XP ProfessionaP?2

Internet Explorer Version Internet Explorer7.0
http://www.microsoft.com/windows/downloads/ie/getitnow.mspx

Sun Java Version 1.6.0
http://www.java.com/en/download/windows _ie.jsp?locale=en&host=www.
va.com

Internet Speed 1MbpsBroadband internet connection

Minimum

Operating System Windows XP

Internet Explorer Version Internet Explorer 6.0

Sun Java Version 1.5.x

Internet Speed 512kkpsBroadband internet connection
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Lets GetStarted

Step 1¢ Connecting to the Portal
1 Using Internet Exploregnter in to theaddress bathe followingURL(web address)
https:// labs.rtek2000.com

Note: You will need to meet theninimum requirementsand have installed the components from tBefore
You Startsection of this documertb access your Practideab.

Step 2- Signing In to the Portal
91 Enter the login details you have been provided vithyour training providerOnce you have entered
your username and password click the login button

# Practice-IT - Practice-Labs - Windows Interet Explorer

I\ ~ | . hipsyiserveraccess practce-t.co.uk/+ CSCOE= logon htmi v & l%|x e 8>

& @ Practice-IT - Practice-Labs. 2 v ) - ® v rPage~ ()Tgols~

(opn

Done # @ Intemet | Protected Mode: Off #100% -

Note: If you do not have your login detaids have misplaced thenplease request thesieom your
training provider.

1 Abasicbrowser and software compatibility check will be performed on login to ensure you have the
necessary components tase the serviceThis check does nabver all the checks required
guaranteeyou will be able to access the service but will help identify some problems. A more
comprehensive test is available in tBapportmenu within the portal.

1 You will be notifiedf you have ay failuresand recommendtions on how to resolve these.

Step 3¢ Getting aroundthe Portal
1 Once you have successfully logged in, you will be presentecawiticome page.
1 You can now use thmenu system to access any part of the sesvincudingany hbsthat you have
access to, support and some additional tools mentioned in this guide.

Step 4¢ Connecting toYour PracticeLab

1 Using theLabsmenu item you can navigate to thabs that you havdeensubscribed tofor
example: Microsoft or Gto)

1 Select the lab you wish to work with, thisll now take you tathe lab configuration diagram.
Occasionally labs maybe unavailable for maintenance purpmsether reasonsAny issues at this
point will be displayed in the screen.

 Aswetryto2 LISNI GS +Fa a3INBSyé¢ a Ll2aarofsS @2dzNJ) f 6
will be prompted once you click the menu to go in to your lab to power on the lab. Please be patient
while the lab is powered on, depending on the complexity and nemab devices in the lab this can
take a few minutes.

1 Onyour first connectioto the serviceyou will be prompted to install an ActiveX contvahich has
been developed by Cisco Systems Inc and is safe to insiialisdontrol isrequired in order to ge
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the serviceandA & 2yt & NBIjdzANBR GKS FTANRG (oranyfewe 2dz 02y y SOl
computer you may use)

. . . nternet Explorer -on Installer - Securi farnin @
0o Windows Vistag If User Access Contrds turned et Eplorer ek on nioer L Secuty Maning

on, then you will be prompted to let Internet

Do you want to install this software?

. . . . Name: cscopf.cab
Explorer continue. CligdRontinue Thenyou will be B e Comsnteme
prompted to install the Cisco ActiveX control. Click|| (z]ueptos -

the Install button as highlighted below:

i i | While files from the Internet can be useful, this file type can potentially harm
&/ your computer. Only install software from publishers you trust. What's the risk?

o Windows XR; You will see a popup
blocked (if popups are blocked) as shown
below, clickthe popup and choosknstall:

Address ‘.@] https:f{serveraccess.practice-it.co,ukj+CSCO+00556767633A2F2F667 26569724

9 To help protect your security, Internet Explorer stopped this site from installing an ActiveX

o CiscoSystemdncActiveX Controg Clickinstall: s e Eonorer Sebrit Warning

Do you want to install this software?

Name: cscopf.cab
Publisher: Cisco Systems, Inc.

‘While files from the Internet can be useful, this file type can potentially harm
your computer, Only install software from publishers you trust. What's the risk?

Note: Some firewall and antiirus products restrict the installation of ActiveX controls. Please disable these
during installation and then renable them after installation.
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1 Once you have installed the cont{®} and providing you have followed the installation of Java and
the Terminal Services Client in sect®efore you Staryyou will be able to lick ona device in the lab
diagram shown in your browser windaand successfully connetd the device.There ae tips and
pointers in the pages if yo connection is not successful and a list of potential issues at the end of
this guide should help further.

An example of a Windows Server 2003 &hsico Router arghown below. You are now ready to put
theory in topractice!

Accensing Cisco Homt - =1 +.oe: e

¥ Please smmer yua’ ox wel
Wl yon 11ke (0 smter he INILLAL contipuration disteqs (reateet |

i
i
.
5
!
!

1 By default theMicrosoft devices in the Lab will connectli624*768 resolutionIf you prefer to
change this optiorselect thewindow size you prefeby using theMy Preference®ption located in
the Labsmenu

1 For Cisco or terminal based devices you will generally be connected Gotioleoort of the device,
this means that you will need to click in the grey terminal window and preseetiien or enterkey to

wake the port up.

Step 5¢ UsingYourPracticeLab
1 Once you have launched access to a device in your lab you are free to make changes to the
configuration. Use your training material to identify concepts or techniques you wish to practice that
will assist you in gaining some real world practical exquexe.Some labs also have content assks in
them that you can also follow
1 To switch between devices in your lab, simply minimise the device you are connected to and use the
links on the Lab page to access your other devices.

Step 6- Logging Out
1 Once yo havecompleted your exercisesimply logoff from each device. This will take you back to
the Lab diagramTo correctly logoudf the service you must click theed cross located in the top
right hand corner of your screen. Tligsalso highlighted ired in the image below:

LA
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SharingYour Lab (Mentoring or assistance

Step 1- Share your lab
In this release of the portal you are now able to share you lab with another user, for support or for mentoring

purposes.

There are three parts to sharing a lairst you must have access to a lab to be able to share it with another

user or mentor/trainer, secondly you must know the other parties username and thirdly you must both know a

common password to access the lab.

1 To share a lab, access your lab as norAtathe bottom of the lab page you will notice a Share lab
function (as shown in the image belaycolours may vary

Sharing your lab with another user enables them to give you help or for two users to exchange
ideas between each other. You must know the other users userid to be able to enable this function.
To share your lab click here

9 Click the appropriate link in the box which will launch a new window as shown below. Enter in the
users username and choose between you a password that you would like to use. When you have
entered the details, click theharebutton which will create thelsare. If your chosen user is not able
to see your lab, ensure that you typed the username correctly, usernamneegeneralljower case
with no capital letters.

| New Share | Current Status |
Users Username “:I Users Username |
Sharing Password I:] Sharing Password | No password active

A Username and a Password are required Enabled |Not enabled

Step 2- Accessing a Shared lab
If a lab has been shared for you, you can access th® lglve assistance and mentoringsiblg the Tools menu

choose the option that saysnnect to a user.

9 First click theools menu and select theonnect to a useoption
91 This will take you to a screen that contains a drop down list with any user thatingestly shared a
lab with you (screenshot belowin this example there are no users sharing with us

User List | No Users ~

1 Select the username you wish to connect to, and clickaiteess latbutton

Step 3- Removing a share
There are two ways that a share can be rentJvéyou logout, the share will be cleared, if the other user is

still using the lab it will be reset during his/her activity so it is important that they are aware that you logout.
You can also remove the share by clicking the share lab link as lre&tep 1in the lab window. Now that

you have shared a lab, you will notice that the window has changed slightly and you will have a remove share

link. Click the link to remove the share (example below):

| New Share || Current Status |
Users Username “:l Users Username |trainer
Sharing Password |:} Sharing Password Ipassword
A Username and a Password are required Enabled | Share is active
Click here to remove this share.
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Step 4- Windows Server 200& 2008Connection Proedure
For a user accessing a Windows Server 2003, you will need to use the following process:

Ask the user which host they are connected to and click the image for this host

Login to the server with the default user credentials (your candidate will khegec or they are

displayed in the image you clicked)

f  Once logged in to the server, click tBartbutton and then choos®ur® Ly §( KS MHdhined 2 EX (& LI
2 NJ F2 NJ { SNB&IMh mseE without'the giétestand pres®K

1 Once the Terminal Services Administration tool is open you will see two administrators the tutor (you) are

the green administrator so you will need to connect to the grey/bkacked for Server 2008)

administrator. To do this, right click the user (aswh below) and choosBemote Contral You will be

asked to confirm a key combination to go back to your sessigh. RS F I dzf (I ( Kohdtdanhed o/ ¢w[ b

changed as you wish.

f
f

E._.f‘ This computer - Terminal Services Manager
Actions  Yiew Tools Help

& ? This computer Users | Sessions | Processes |
@ Favorite servers
" Q‘ all Listed Servers Server | User | Session [_in]state [ Idle Time | Logon Time
i Lot RDP-Tcp#13 2 Active . 02/01/20080..
RDP-Tcp#14 3 Active . 02/01/20080...

Connect
Disconnect
Send Message
Remote Control
Reset

Status

]
B PITMUL

Log OFf

Connect to another session = 4

1 Your student will then receive a message on their host to accept thmte control session. They must
click Yesto accept the remote control session so you are able to assist them. Depending on screen
resolutions, your host desktop may change size. Remember your key combination to disconnect from the
A0dzRSY (1 (BYydeREZA 1 AKIA A A& G/ ¢cw[be! . ¢

1
Remote Control Request
2 DEMO\administrator is requesting to control your session remotely.
\z/ Do you accept the request?
Yes
1 You are now ready to start you session and both parties have control of the desktop.
1 Once you have completed the tutor/student session you will need to disconnect. To do this use the

terminal server break sequence, the defaislts / ¢ w[ toitalseqaence you have chosen. This will bring
you back to your own terminal service session. Please log off the server and log out of the portal.

Step 4- Windows XP Connection Procedure

For a user accessing a Windows XP, the procesgh#ystiifferent. As Windows XP does not allow two remote
desktop sessions, we must share a common session. To do this, we use the aid of a Windows Server 2003 and
first share a session there, once shared we then remote desktop to the Windows XP hosetptiesh

enables both student and tutor to see the same screen.

The process to achieve this is as follows:

9 First you must share a common Windows Server 2003 desktop, so you must agree with your student
which server this will be (there may be only aerver in the lab, or multiple).
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1 Login to the server with the default user credentials (your candidate will know thes¢hey are
displayed in the image you clicked)

T Once logged in to the server, click tBrtbutton and then choos®un Inthe run b& = (tsddmiBe &
without the quotes and pres®K

1 Once the Terminal Services Administration tool is open you will see two administrators the tutor (you) are
the green administrator so you will need to connect to the grey/black administrator. To do gfis click
the user (as shown below) and choddemote Contral You will be asked to confirm a key combination to
go back to your session.& RS T dzf (i (i it aan hehadgedtas/jodbviish.. €

E,_..’:‘ This computer - Terminal Services Manager !E m I
Actions Wiew Tools Help
&) IO @I é;] x
73 This computer Users I Sessions | Processes |
@ Favorite servers
o} \“] Al Listed Servers Server | User I Session l IDI State I Idle. Timel Logon Time. |
)} B 3 Lo RDP-TcpH13 2 Active . 02/01/20080...
DAITMUL =2 RDP-Tcp#1d 3 Active . 02/01/20080...
Disconnect
Send Message
Remote Control
Reset
Status
Log OFf
Connect to another session 4

1 Your student will then receive a message on their host to accept the remote control session. They must
click Yesto accept the remote control session so you are able to assist them. Depending on screen
resolutions, your host desktop may change size. Renaembur key combination to disconnect from the
a0dzRSYy (1 Q& RSSF|ld2Lld GKAa Aa a/ecw[be! . £

Remote Control Request

9 DEMOYadministrator is requesting to control your session remotely.
\(/ Do you accept the request?

Yes

You are now ready to start you session and both parties have control of the desktop.

Once you are connected you will need to launch the Microsoft Termigealiceés Client. This can be

accessed by clickirgtartand thenRunl Yy R { &nkti& Ag/A (0K 2 dzii ljdz2 GGK& | yR FAY I f f
1 Once the terminal Services Client is open, type in the hostname or IP Address of the Windows XP
workstation (these details will agabe displayed in the lab image).

‘& Remote Desktop Connection [EIL‘—'“IQ

f Remote Desktop
Connection

= =

Computer:  192.168.05 v

[ Connect ” Cancel ] [ Help ] [ Options >> }

1 Login to the workstation as usual and carry out the tasks as required. Both student and tutor at this stage
will be able to see the actions of each other.

1 When you have completed the tasks on the XP workstationofbgo return to the shared terminal
services session.
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1 Once you have completed the tutor/student session you will need to disconnect. To do this use the
terminal server break sequence, the defaultiig ¢ w[ teitalseqaence you have chosen. This willdprin
you back to your own terminal service session. Please log off the server and log out of the portal.

Step 5¢ Usingthe 3 Party PracticeLab
T hyOS @&2dz KIS fIdzyOKSR | 00Saa G2 I RS@OAOS Ay &2dzN
configuration you wish.
1 To switch between devices in your lab, simply minimise the device you are connected to and use the

links on the Lab page to accegsur other devices.
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Host Phwer Functions

Supported Hosts
Currently you are only able to power cycle, reset, suspanreboot Windows bsts. In future releases we will

be introducing the ability to power down Cisco and various other platforms.

The devicestates
There are a number of states a device can be in for Windows hosts. The following table describes eauh of the
in detait

State Description

On The host is currently powered up and you can make any changes you wish

Off The host is powered off. this is the state, upon power on the host will have lost an
OKlIy3Sa GKIG ¢2dd R KIS 6SSy YIRS aa

Suspended The host appears to be off, however if you power the host on changes will not hay

0SSy ft2ai aiAyOS AlQa adzwallSyarzy

There are a msmber of commands you can issue to Windows hosts depending on their state. The following
table describes that tasks that you can issue your Windows hosts:

Command Description

Reboot This function safely restarts the host without losing any changesthi¢ isame as
AdddZAy3d | y2NXIFf aNBadlNIé FTNRY $AGK
remote desktop session can be established to the host

Power On This command powers on the host. The task is complete once a remote desktop
session can be esblished to the host

Shutdown This will shut down the host and erase any changes made since it wasquboverBe
careful with this command unless you are sure you are happy to lose any change:

Suspend {dza LISYR ¢6Att YI 1S K Sotheaework éas®ding &flakddyou

gAtt y2d0d 0SS FotS G2 O2yySOG G2 GKS K
point, and so can be a useful tool when testing failover situations etc

Issuing Power Commands
Toissue any command to your Windows host, you will notice a small window underneath the lab diagram. The

image is shown below shows a single Windows host in the lab, as you can see the command are displayed next
G2 GKS K2ald Ay RA Fr&&dtnalhosd i thid ldpNEedthey Would #s8 beRlispiag@in
this panel.

Lab Host Functions
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1 By clicking a command, a new window will appear showing the status of the command you have
issued. If issue commands to multiple hosts in your lab, then this will biagépas a list in this
window. When the tasks are complete the window will change and display the following message as
seen in the image below:

What if | close the window?
This is no problem at all, simply use the menu system, and navigate téogsmenu, then select theny

tasksmenu option. This will launch the same page that you closed. If you are issuing many commands to
hosts, sometimes it is preferable to close these windows, and launch one window to view all the tasks.
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